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I ntroduction

The dirty bomb threat, attempts to access fissé¢enmls and
WMD by Al-Qaeda are perceived as a nightmare ofAheerican
administration today. Americans face the most cemgituation
in their national history after unilaterally optirfgr preemptive
strikes in Afghanistan and Iraq since the Septenibker 2001
attacks by Al-Qaeda. They are seriously concerniéid tive threat
of proliferation of the weapons of mass de to rogta¢es and their
possible use by Al-Qaeda. Americans perceive thaaeda has
declared Jihad against them, since 1998 and Bin Laden may
acquire unconventional weapons for his terrorigrapons against
them. Most US and international intelligence indigns as well as
outside experts agree that Al-Qaeda retains tleafioin to conduct
major attacks in the United States and againstriterests abroad.
These institutions also appear to agree that U$teowfforts in
the past few years have weakened Al-Qaeda’s celetndership
capabilities, and sympathizers. However, therettie lagreement
among experts over the degree to which the Al-Qaeala pose a
threat with the use of nuclear or WMD in futureaaks against the
US. Many believe, that there are significant tecahhurdles to
WMD acquisition and their use by Al-Qaeda hut soother
analysts consider this threat is real.

Al-Qaeda has thousands of supporters on severdineats,
with considerable financial resources to fund itivities. This
support base may enable it to plan and executeaterplots, such
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as the 9/11 attacks. Under tfegwa of Jihad against the United
States Al-Qaeda may continue to launch mass-cgsas#tiicks
against American interests around the world as & is capable
of doing so with the use of WMD or other.

Though significant challenges may obstruct attemfus
acquire or develop Nuclear or WMD devices, the gtabilities of
the critical infrastructure in the United Statesynalow Al-Qaeda
to use 9/11 like more options beyond the use ofpeesa of mass
destruction. During the 1990s, Al-Qaeda used igniBcant
financial resources and global support network tospe the
acquisition of nuclear, biological, chemical anddicdogical
weapons. The attacks on New York and Washingtond¥€al the
Al-Qaeda’s ability to use the infrastructure of taeget country as
a weapon. The tragedy of 9/11 has shown that tligcatr
infrastructure of the United States, including isiclear and
chemical facilities, as well as its shipping anghsport networks,
contain glaring vulnerabilities, which if exploited an Al-Qaeda
attack could result in casualties even beyond wthat world
witnessed on September 11 with, or without weapoihsnass
destruction.*

Thousands of nuclear, chemical and biological waapbuge
guantities of weapon related materials and exgedaattered all
across the globe pose the most acute threat tmatienal security.
The possibility that a terrorist group or a rogteges could acquire
and use WMD to inflict unthinkable levels of deaitind injuries to
the United States is more than a theoretical dgonsspecially in
the aftermath of the preemptive strikes.

A number of intelligence sources in the US, Eurgel
elsewhere as well as media reports have confirat terrorist
groups like Al-Qaeda have attempted to seek WMDenredtand
capabilities. According to some experts if Al-Qaegets any
nuclear weapon they may not be constrained by thred
retaliation as they are suicidal and may not edstlyocated. They
may not be deterred even from initiating a nuclkedack as they
glorify death as martyrdom for their so-called reobtause.

1 Jack Boureston and Charles Mahaffey, “Al-Qaeda klass Casualty Terrorism:
Assessing the ThreatStrategic InsightOctober 1, 2003.
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Al-Qaeda has reportedly sought nuclear materiatesithe early
1990s and has made several attempts to buy nucd@sponents
and manufacture crude nuclear devices as an equatiztheir
hands.

Proliferation experts worry that material for nwleveapons
could come from Russia, where there are severalredntons of
weapons-usable uranium and plutonium nuclear wesapamd
fissile material with scientists who might be tepgpto sell their
expertise on the black market to Al-Qaeda. In &oldito the
Russian threats, Iran and North Korea are suspesftdtaving
defied international nuclear controls and racegrtwuce nuclear
weapons. The revelation in 2004 that PakistannsisieA.Q. Khan
ran a global network that sold nuclear componentsexpertise to
Iran, North Korea, and Libya provides ample evidentthe gaps
in the control mechanisms and it is feared thaueogtates or
terrorists may have got an access to WMD. Therefadgersary
power or rogue states like North Korea, Iran, evalty may sell
or help to deliver nuclear weapons and the longeamissiles to
Al-Qaeda. The use of a dirty bomb is more likely Garnegie
assessment report has pointed out “if Mushriff'&istan collapsed,
this would definitely increase the possibility thEtQaeda could
get access to nuclear weapons.”

According to David Singer, ‘threat’ arises out afituation of
armed hostility, in which policy-makers of eithedes assume that
the other entertains aggressive desfgRarther, each side assumes
that such designs will be pursued by physical anectimeans if
estimated gains seem to outweigh estimated loEse perceives
the other as a threat to its national security, such perception
arises out of both estimated capability and esgohaintent.
According to Singer, this relationship of estimatapability and
estimated intent is greatly influenced by a presewica powerful
predisposition in which a combination of recentrése historical
memory, and identifiable socio-cultural differenpeovide the
vehicle by which this vague suspicion leading teedh perception
may be readily converted into concrete hostilitwaods a specific
foreign power.

2 D. Singer “Threat Perception and the Armamentsimm Dilemma”,Journal of
Conflict Resolutionyol.2, No.l, 1958, pp.93-94.
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Singer's framework on threat perception (predispmsf
capability/intention) was augmented by Jack Nurwmésk on the
same subject. In the process of evaluating theathMunn asserts
that an estimated vulnerability of the one who @teas (source)
and the one who feels threatened (target) mustakentinto
account, to have a complete picture of the impenthneat and its
credibility. Raymond Cohen puts together the warlSmger and
Nunn and presents threat perception in a quasienstical form
as Tp = Ei+Ec+Ev. In which, Tp= Threat Perception, Et
Estimated intention of the source with predispositiin the
background, Ec- Estimated capability source and Ev stands for
Estimated vulnerabilities of both source and theeg® Against
this theoretical background the present study sézksssess the
threat perception about the use of Nuclear or WMDAbQaeda
in its future strategy.

Defining Al-Qaeda

Al-Qaeda is not one organization, but a loose ateriaion of
Islamist organizations with members living and @peg in over
40 countries including the United States. Recerttlg, head of
Germany’s intelligence service estimated that Ae@a is
composed of approximately 70,000 people worldwwdéh tens of
thousands of these undertaking training at Al-Qasataps in the
Sudan, Yemen, and Afghanistan. The common elenmemisng
these groups include their Muslim faith, their sopfor Osama
bin Laden and an intense disdain for anything Wastin Laden
continues to fund many of these groups. Althoughestimated
$120 million of his assets have been frozen, soelee bin-
Laden is still worth billions. At one point Bin Lad was reported
to own or control some 80 companies worldwide.

Aimsand Operational Capabilities of Al-Qaeda

Al-Qaeda’s ultimate goal seems to rid the MiddlestEaf
American influence and forces. The May 2003 bombimgSaudi
Arabia at the Khobar Towers and National Guarddag marked
a bloody gesture against US presence in Saudi &rdllhie US

3 Raymond Cohen;Threat Perception in International CrisigLondon: The
University of Wisconsin Press, 1979), p.5.
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presence in the Holy Land and in the Middle Easgemeral as
declared by Osama bin Laden himself, has been fotie @rimary
reasons for the Al-Qaeda’s terrorist operationsresgdJS.

According to a senior intelligence official, Al-Q#ee is not
only trying to beat the United States, it is tryitogcreate a lasting
legacy of international insurgencies by supportoanflicts in
Philippines, Kashmir, Pakistan, Chechnya, inside),IMMalaysia,
Indonesia and everywhere on earth where there idslamic
insurgency. The organization’s strong point is rikst overall
military strength, but its ability to change itsevptional system at
will, in’ response to the methods needed to apgr@ad attack a
new targef.

Few consider that Al-Qaeda may try to gain contfobne or
more states to establish a “nuclear-armed caliphAteQaeda is
still alive and threatens the Americans and tremigets across the
globe. Through the use of the Internet, Al-Qaeda fhwuccessfully
enabled millions of Muslim youngsters to createeavrsense of
identity as members of the worldwide Islamic Natitre Ummah
Al-Qaeda divides the world into two fighting regsoas a “House
of Islam” (Dar al-Islam) and “House of War/Infidels”Qar al-
Harb). The United States, on the other hand, dividesatarld into
the “House of Democracy” and “House of War.”

Even though after 9/11 Al-Qaeda’s monies were fnoaad
operatives arrested, yet it maintains the abibtgdéter and adapt to
different situations for striking anymore. Attack& embassies
with car bombs, the use of an explosive-laden dirtgicripple the
USS Coleand the use of passenger aircrafts as human-guided
missile Al-Qaeda adapted in each case optimizisigstitucture to
fit the various environments of its targéffhe group may even be
operating mobile training camps to keep their caditeand plan
upcoming events. Terrorist incidents in Indoned@dan, Kenya,
Kuwait, Pakistan, the Philippines, Saudi Arabia,nifia, and
Yemen may all be linked to Al-Qaeda. The rise imbaongs in
these countries indicates that the group continoidge capable of

4 Montgomery C. Meigs, ‘Unorthodox Thought abousyAmetric Warfare,”
ParametersSummer 2003, pp.4-18.

5  Ibid.
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making attacks. International logistical suppont #¢-Qaeda may
come in many forms. Intelligence agencies repaat #-Qaeda
has repeatedly used cargo ships to move convehti@agpons and
explosives, including the explosives used in th@818ombings of
two US Embassies in East Afri€a.

It is perceived by many that Al-Qaeda is capableaising
severe damage using a spectrum of capabilitiesQadda’s
conventional weapons range from simple suicide tsrohr and
truck bombs to boats and aircrafts. Al-Qaeda’s umeational
capabilities remain unknown. Based on their pagtngits to
develop biological and chemical agents it is cléet the group
leaders understand that such weapons may causecassalties
and mass hysteria. Given the fact that these tgp@geapons are
relatively inexpensive to produce and easy to #Wt®aeda may
eventually opt to use them in their operations.aliMay 2003
report, CIA analysts claim that there is a highbadaility that there
may be a Chemical, Biological, Radiological, or Mac (CBRN)
attack within the next two years. The assessmetéstthat the
attack would probably be small scale, “incorporgtirelatively
crude delivery means and easily produced or oldagtemicals,
toxins, or radiological substances&n analysis of past Al-Qaeda
attacks suggests that the group tends to favoun-gigfile, often
simultaneous, suicide attacks on targets of siggifi symbolic
value to the target country.

Main modus operandi of Al-Qaeda has been suicide or
martyrdom operations. In an article titled “Has @lebal Crusader
Alliance Learned the Lessons of the Mujahideen?é Huthor
wrote: “We are really puzzled to sec the Americamsl their
followers in the Western world think that they afde to confront
peopilge who wish to die more than they [the Amers¢amant to
live.”

The focus on personal martyrdom and suicide atthgkal-
Qaeda as well as other traditional Islamic groufh wiore local

6 Phillip Shennon, “US Inspectors To Be PlacedMiislim Ports,” International
Herald Tribune June 13, 2003.

7 Al-Qaeda and the bombane’s Intelligence Digesd3 July 2003.

8 See the translation of the article and commgnrtdRenven Paz. “The First Islamist
nuclear threat against the United State JanuargQ@3, at www.ict.org.il
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and national aspirations, such as the Chechen igkrand the
Arab volunteers, Kashmiri groups, the Kurdish Anahrslam, or

the Palestinian Hamas and the Palestinian Islainad JP1J) have
so far refrained them from inflicting any WMD atkac The clerics,
scholars and Islamist intellectuals who supply ittemlogical and
doctrinal support for the culture of Islamic Jinaalve very rarely
mentioned the issue of WMD which remains signific&ut after

Afghan and Iraq preemptive strike emphasis on mdoip

operations seems changing terrorists to acquiraia@dVMD.

In the aftermath of Afghan and Iraq, preemptive warMay
21, 2003, the Saudi Shaykh Naser bin Hamad al-ksheed the
first fatwa on the use of WMD, who has published dozens
militant books and articles which are viewed by fibleowers of Al
Qaeda as religious rulings legitimatizing the figigainst the
United State$.

On September 21, 2002 al-Fahd published an artitté=l
“The Divine Verses about the September Attack” ihick he
praised the execution of the 9/11 attacks, espgciar its
technical sophistication and use of plah®shen asked by an
anonymous person whether the use of WMD is allowsd,
answer was straightforward: “Yes, it is allowed:ttie Muslims
could defeat the infidels only by using these kinflsveapons, it is
allowed to use them even if they kill them all, ashektroy their
crops and cattle.”

On January 21, the UN Monitoring Group in Afghaarst
comprising five independent weapons experts subdhdtreport to
the Security Council expressing concern that Aldgaand the
Taliban might be in possession of missiles theydaell use...to
deliver weapons of mass destruction.” Accordingwbat the
Group described as “competent sources”, TalibaQaéda may

9 Naser al-FahdRisalah fi hukm istikhdam aslihat al-damar al-shadidh al-kuffar,
Rabi* Awwal, 1424H (May 2003). See online at: hifygww.al-
fhd.com/rsayl/doc/rsayl.damar.doc. The ruling wis® &irculated in May 23rd by
the Global Islamic Media Centre. See online inpigroups.yahoo.com/group
/abubanan2/message/221. For an analysis dathe see, “Yes to WMD. The first
Islamist Fatwa on the use of Weapons of Mass Destni on PRISM website,
WWW.e-prism.org.

10 Ayat al-Rahman fi ghazwat, Sebtember, 14 Rajat?3. See online in:
http://www.al-fhd.com/mqalat/mqgal.ayat.htm.
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be equipped with or have access to a limited nurobenissiles
with a range of 45-190 miles. According to the Grsureport:
“These missiles may be fitted with conventional erciical or
nuclear warheads... At the moment it is not knowretler these
missiles are operational, or where they are locatéde Group
also mentioned reports that Taliban/Al-Qaeda pessksirtillery
shells loaded with Sarin and VX nerve gas. The @rsuessed,
however, that “it has not been able to verify tloeations or
quantities of these weapons.”

On February 25, US officials told reporters thattiah
investigation of suspected radioactive material dontainers
discovered at two sites — the Taliban Agriculturenistry in
Kabul, and an Al-Qaeda training camp outside Kandghadid not
constitute grounds for concern. According to an amed
Pentagon official: “We did not find any type of mers radiological
material... The stuff we found was not the real stliffey [the Al-
Qaeda] were swindled, like a lot of other peopl&fother
administration official confirmed that the “valuef the material in
the canisters “for a weapon was zero.” Referrintheonon-nuclear
WMD threat, General Tommy Franks, the commanderU&f
forces in Afghanistan, told a press conference ebriary 25:
“We have seen evidence that Al-Qaeda had a desweaponise
chemical and biological capability, hut we have fooind evidence
that indicates that they were able to do so.”

Chemical Weapons

Al-Qaeda operatives have actively pursued chemvealpons.
Al-Qaeda document found in Afghanistan in the sumofe2002
gave crude directions for making mustard gas, sami other
agents that attack the nervous system. AccordintpecCIA, Al-
Qaeda members also had plans for a cyanide-basewchicdd
weapon using components that are easily availabte raquire
little training to assemble and deploy.

Chemical weapons gases, herbicides, or other clémic
substances that can kill, maim, or incapacitate dnsrare easily
transportable and can be dispersed as liquids,wapgases, and

11  Group says, Taliban may have missiles. AssettiBress, January 21; US analysts
find no sign Bin Laden had nuclear aridew York Timed;ebruary 26.
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aerosols that attack the body’s nerves, blood,, skin lungs.
Saddam Hussein used chemical weapons againstrranidiers
during the 1980-88 Iran-lraq war; in 1988, he usagstard and
poison gas against Kurds in the northern Iragagdl of Halabja,
killing at least 5,000 and wounding 10,000. A tesbattack using
chemical weapons would cause mass casualties anit ffa
employed by Al-Qaeda.

Many countries have stockpiles of chemical weap&uwne
experts perceive North Korea despite its aging étenplant can
still produce nerve, blister, choking, and bloocratg. Syria has
stockpiles of sarin gas, and has sought assistaoceabroad to
produce other nerve agents. Libya admitted thétad produced
sulphur mustard at a plant near Rabta and hadl d®rmabs to
deliver the gas. It also had the capacity to makestard gas and
nerve agent. Iran is suspected of having stockpilegrve, blister,
blood, and choking agents.

Efforts to prevent terrorists from using chemicatapons
have increased, but experts say it is difficultmeasure their
effectiveness. A growing number of countries arotimel world
now enforce licensing regulations on 63 chemicadypons
precursors, as well as human, plant, and animdiogahs and
dual-use chemical and biological equipment. Mangegts worry
that Al-Qaeda may steal samples of chemical-weapons
manufacture at their own. Experts also express azonthat Al-
Qaeda may target the US chemical industry by attgck
vulnerable chemical-storage tanks near populateasar

Biological Weapons

Biological weapons are based on viruses, pathogen®xic
agents that occur in nature; these diseases wsi@ibally spread
only through contact with infected people or angndlhey include
smallpox, plague, botulism, anthrax, a deadly badtspore and
viral hemorrhagic fevers which cause internal bilegd Letters
containing anthrax spores mailed to US governmgaheies and
media figures in 2001 killed only a handful of pkoput caused
widespread concern.

Experts say Al-Qaeda had and may continue to have a
experimental biological-weapons programme that$eswon using
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anthrax for mass-casualty attacks or other bioklgagents for
smaller-scale purposes. International experts Hmen urgently
sifting evidence left behind by Al-Qaeda forcesAfighanistan for
evidence of the terrorist network’s efforts to acguveapons of
mass destruction.

Nuclear Explosive Devices (Nuclear Weapons)

David Albright and Corey Hinderstein of the Instgufor
Science and International Security (1SIS) found thare was “no
credible evidence that either Bin Laden or Al-Qagubssesses
nuclear weapons or sufficient material to make thddowever,
they commented that, if Al-Qaeda obtained enougitopium or
highly enriched uranium, “we believe it is capablebuilding a
crude nuclear explosive, despite several diffictiéps.” Albright
said that, “if Al-Qaeda were to build nuclear weapoit would
likely build relatively crude, massive nuclear egiles,
deliverable by ships, trucks, or private planesihétte Schaper of
the Peace Research Institute Frankfurt (PRIF) aghres a terrorist
group could produce a nuclear explosive device witldesign
similar to the ones dropped on Hiroshima and Ndgaséacording
to Schaper, “This terrorist weapon would have gdamass that
could only be transported by ship, boat, or lofsyt not by a
ballistic missile. Moreover, the creators of suclidevice could
never be entirely sure that it would really expldd€errorists
probably would not be able to test such a deviderbats initial
use. The simplest way that terrorists might siég-dechnology
issues would be to recruit scientists abroad orséad their
personnel overseas for training. Scientists fromona that have
programmes such as Pakistan have already beerd littkeAl-
Qaeda. Other possible sources of scientists wighktiowledge are
Great Britain, the former Soviet Union, Franceegwen the United
States itself

If Al-Qaeda fails to develop a nuclear weapon withimreign
assistance its technicians might be able to obtian weapons
design information from an abundance of unclassiiecuments
and drawings on the Internet. Many freely availateuments
describe the fundamentals of nuclear explosiverthand design;
CNN uncovered some of these in a safe house of |&Qaada
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member arrested in Pakistan. Given the open smattee of such
documents, however, the information contained ines¢h
documents turns out to demonstrate Al-Qaeda’sestén nuclear
weapons but not its mastery of nuclear physics.

After analyzing sonic of the documents, David Aditi says
that in

over 25 neatly hand-written pages, the author disesl various types of

nuclear weapons, the physics of nuclear explosipragerties of nuclear

materials needed to make them, and the effectaicear weapons. It is
not systematic in its coverage and the author Samast covers some

subjects in depth and others superficially or inectty. Nor is it a

cookbook for making nuclear weapons, as many atititeps to make a

nuclear weapon are missing from the document.

According to Annette Schaper, “there are many lalsr
steps that separate the basic understanding ofofieFating
principles and an actual technical blueprint.” Swrabelieves it
would take several years for an organization toeustdnd these
principles, design, and test a devic&ven if they do obtain the
capability to construct a device, they would sidled to obtain the
fissile material that makes up the nuclear weapaoi®. In the
past, acquiring fissile material has been greatestazle than
acquiring access to theories of nuclear weapongydés states
interested in developing nuclear weapons. But tte¢ fecorded
incident of Al-Qaeda’s attempts to acquire nucldavices and
nuclear materials came up in 1992. In 1993, anatjer testified
that he had gone to a meeting to purchase whahdwgght was
going to be “enriched” uraniurt In 1998, an operative was
captured in Germany while attempting to purchasatwie also
thought would be “enriched” uranium.The Russian mafia was
also reported to have obtained weapons and matermlfacilities
in the former Soviet Union, and was offering tol gbls to Al-

12 David Albright, “Al-Qaeda’s Nuclcar Program: rbgh the Window of Seized
Documents,’Policy Forum OnlineNovember 16, 2002.

13 A. Sehaper, “Nuclear terrorism: risk analysiftera 11 September 2001,”
Disarmament Forum, Nuclear Terrorisr2003, No.2, p.8.

14 “Testimony of Prosecution Witness Jamal Ahmédraall,” US District Court
United States v. Usama Bin Laden, et al., defersj@nfebruary 2001.

15 “US Says Bin Laden Aide Tried to Get Nuclearaydens,”New York Times26
September 1998.
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Qaeda member$.Although there is as yet no physical evidence
that Al-Qaeda has ever been successful, it doesaah they have
not obtained this material by some means. From 1892002,
there have been no less than 175 known attemptsrhyrists or
criminals attempting to acquire or smuggle radivact
substances.” There also are cases of impoverished workers
attempting to steal fissile materials, presumablgell them on the
open market. In 1998, workers at a Russian nuckesapons
facility conspired to steal 18.5 kilograms of highénriched
uranium (HEU). Fortunately, authorities thwartee theft before
the material ever left the facilit} The documentary record,
however, is mostly filled with cases of failed atfgs to obtain
nuclear materials.

Al-Qaeda may have attempted t 0 acquire nucleaenahtoy
stealing it from vulnerable sites or by purchasinffom anyone
willing and able to sell it. Global stockpiles ofeapons grade
material can be found in a number of countries.rQ@eyears after
the end of the Cold War, more than 30,000 nuclezapens exist
worldwide. These weapons amount to approximately #ihs of
military — and civilian — separated plutonium, aoder 17,000
tons of HEU. Most of this material can be found hvit the
borders of the five nuclear weapon states, withaverwhelming
majority in the United States and Russia. Howetleme are stocks
of plutonium in Belgium, Germany, India, Israel,pda, and
Switzerland. Additionally, there are over 2000 gilams of HEU
used or stored in research reactors in 43 countoéen in
sufficient quantities to make a nuclear weapbn.

It is therefore theoretically possible that Al-Qaednay
develop a nuclear explosive device, provided it rcame
important challenges. First, it must obtain thesifes material
needed for the core of the device. After achietmg step, it must
then gain access to the nuclear expertise neede@ate a design

16 “Report Links Bin-Ladin, Nuclear Weapons\l-Watan Al-Arabj 13 November
1998.

17  “Nuclear Contraband on Salddne’s Intelligence Diges80 June 2003.

18 M. Bunn, G. Bunn, “Reducing the Threat of Nacl&heft and Sabotage,” IAEA-
SM-367/4/08.

19 Ibid.
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compatible with the acquired fissile material. Hiyathe group
may need to find a way to test the device to engisrsuccess,
although Al-Qaeda may determine that this finalpsie not
necessary. The first two steps, however, preseghifiant
challenges to any attempt to develop a nuclear areddoreover,
Al-Qaeda justifies its threat to use nuclear bomvith offering the
example of President Harry S. Truman who said Amagrica’s
use of such bombs against Japan both shortenedbitie war, and
was also a fitting retaliation for the barbaric &elour of the
Japanese. According to Al-Sun, the US today is ifferdnt from
Japan in World War Il, and therefore deserves e af WMD
against her.

Radiological Dispersal Devices (RDD)

Radiological dispersal devices, commonly known asyd
bombs, are more within the reach of Al-Qaeda’s bdjpas. An
RDD is essentially a conventional weapon that whetonated
spreads radioactive material over a wide area,¢botaminating it.
This type of weapon is more suited to terrorisivétets for several
reasons. First, the ingredients needed are mocklyeavailable.
They are used in commercial enterprises, mediaalitfes, and
university laboratories. Second, these widely add radiological
materials are less radioactive than the materedsied for a device
that will generate an explosive nuclear yield. Tlaeg relatively
easy to handle when it comes to assembling andgoating an
RDD. The radioactive material that might be usethiwian RDD
can vary. Third, creating an RDD is much less tezily
challenging than developing a conventional nucle&plosive
device. The design is relatively simple: one need$y wrap
radioactive material around conventional explosives

The threat posed by Al-Qaeda is not limited howedeethat
group’s ability to acquire nuclear or radiologicakapons. As
evidenced by the September 11 attacks, the growapable of
using a target country’s infrastructure againsinitFebruary 2003,
the Department of Homeland Security (DHS) annourttkatiwhile
construction of n RDD is well within the group’spadilities, “Al-
Qaeda operatives also may attempt to launch coiovehtattacks
against the US nuclear/chemical-industrial infractuire to cause
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contamination, disruption, and terror. Based ononmiation,
nuclear power plants and industrial chemical plaateain viable
targets.?’ These attacks could involve the use of airplameships
as delivery vehicles for conventional weapons ajathemical or
nuclear facilities to generate a mass casualtyteven

Exploiting Other Vulnerabilities

Al-Qaeda’s past operations suggest that the orgaaizmight
be attracted to several weaknesses in US secufitytse The
August 2003 blackout which left over 50 million Aneans
without power illustrates the vulnerability of tAenerican energy
supply. The security procedures of some air carréerd freight
forwarders remain vulnerable to terrorist activdtye to inadequate
standards regarding the screening of cargo-hangégsonnel.
Airport security continues to pose challenges tovegoment
agencies. In December 2002, a General AccountinfjceOf
assessment found that although much was done @fidr to
strengthen airport security, the Departments oh3partation and
Homeland Security faced long-term transportationcusgy
challenges! More than 6 million cargo containers arrive in the
United States from overseas each year. Robert Bpnne
commissioner of customs and border protection @atpartment
of Homeland Security notes that there is a contiguioncern that
Al-Qaeda and other terrorists groups may try te@laeapons of
mass destruction in. some of those contaiffers.

A recent GAO study also found that, excluding react
material, there is a great risk of radiological engtls falling into
the wrong hands. The report's findings identify tmeany
vulnerabilities of radiological stockpiles: a com@ tally of
sources worldwide does not exist; thousands ofcesunave been
lost; many countries have weak regulations; thaddnStates does
not adequately monitor the import and export ofolen sources;
cases of smuggling of sealed sources increasdukitate 1990s;

20 “Al-Qa‘ida Chemical, Radiological, And NuclearThreat And Basic
Countermeasures,” National Infrastructure ProtecBentre, February 2, 2003.

21 “Transportation Security: Post-September™ 1initiatives and Long-Term
Challenges,” GAO-03-616T, April 2003.

22 Phillip Shennon “US, Inspectors To Be PlacedMatslim Ports,” International
Herald Tribune June 13, 2003.
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and US and international assistance to help nattoarcsk and
secure sources is inadequéte.

Conclusions

Al-Qaeda’s ability to attack the United States ® fjust a
function of the weapons it may buy, produce onoits, or steal
but wvulnerabilities in US homeland security. Themay be
numerous other vulnerable socio-economic aspectsh sas
hospitals, power grids, water purification or agliare. The
vulnerability of these potential targets may becomeserious
disaster if any unfortunate attack upon such faedliis triggered
by Al-Qaeda. Hereunder, we may enumerate some major
arguments known for justifying possible threatsusfng WMD
against the United Stats by Al-Qaeda:

* Al-Qaeda holds preemptive strikes as an attaclsiaml by
the United States marked as “West and the RestNdxy-
Cons.

e Al-Qaeda holds herself bound by the Islamic diVens
and thus disqualifies any terms of falling withlmetambit
of international law used by the West for lighttegrorism.

* Al-Qaeda holds CBRN WMD as an equalizer to the
western powers.

* Al-Qaeda pleads her right to use WMD against thead®
UK, as both used WMD in the Second World War and
ongoing preemptive strikes killing millions of incent
Muslims.

* Al-Qaeda holds that both powers with Israel pos¥estD
in their homelands.

* Al-Qaeda bases itdihad on the injunctions of the Quran
andHadith to protect and uphold Islam.

« Bin Laden and other Al-Qaeda leaders criticize Nheslim
heads of states for following American policies and
consider the Islamic world their first audience.
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* Al-Qaeda holds that West is publicizing and wagingr
against Muslims through its policies, media, and
preemptive strikes based on ‘Clash of Civilizatigdhsory.

Considering above justifications Al-Qaeda may usdolgical
or chemical agents than nuclear weapons, as assatcenuclear
weapons looks difficult. We may conclude whethex threat of
acquiring and using WMD proves true or false thieidal attack
threat posed by Al-Qaeda may remain real. Al-Qa®adg recruit
and use new generation of operatives from Afghanijsiraq and
Muslim communities in Europe if new Western polgcifail to
satisfy them. These developments may also accel@ia@aeda’s
opportunities to mature her threats of acquirind asing WMD.



